
Root Cause Analysis

Solving Groundhog Day at a systemic level

Imagine the following tables came from an analysis of your organization. 
> What would you recommend for improvement?

FOLLOW THE SEQUENCE  TO IDENTIFY THE 
ROOT CAUSE FOR NON-COMPLIANT CONDITIONS.
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Malicious

Self interest

Human error
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Correct
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BASE ANALYSIS
Applying Root Cause Analysis to a portfolio of issues can help identify and 
resolve systemic issues within your organization. 

Responsible person 
chose not to comply

Responsible person 
incapable of complying

Responsible person 
unaware of requirement

Lack of formally 
established expectations

Business 
prioritization

Cage
the beast

“If you do not know how
to ask the right question, 
you discover nothing.”
           ~ Edwards Deming

BREAK OUT OF
RISK MANAGEMENT
GROUNDHOG DAY

YES
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YES

NO
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Was infosec 
aware of this 
as an issue? YES

NO

Is the intent 
malicious?

YES

NO

START
HERE

Is the decision 
driven by 
other business 
imperatives? 

YES

NO

Is the intent 
self-serving?

What’s the problem?
Common practices focus on 
correcting symptoms rather 
than causes. Breaking the cycle 
requires understanding 
the cause.

We set 
expectations

Policies & Standards

We evaluate ourselves 
against those
 expectations

Audits & Security Testing

We remediate 
deficiencies
Fix Symptoms

We identify and 
report deficiencies
Audit & Security Test 

Findings

I’m  b-a-a-ck

Self-serving means the 
responsible person did 
not want to harm the 
organization or another 
person. (ex. using 
corporate resources 
for personal use.)

YES

NO

YES

NODoes a formal 
expectation 
exist?

Is the responsible 
person aware of 
the expectation? YES

NO

Was management 
aware of the level 
of risk associated 
with this issue?

Is management 
okay with the 
level of risk this 
represents?

Does a process 
exist to inform 
people of this 
expectation?

Does the 
responsible 
person have the 
necessary skills 
to comply?

Is the process 
broken?

Improve the skill 
set with training 
and/or education

Fix the process

Create formal 
expectation
(e.g. policy, process 
definition, etc.)

Create the process

Did infosec 
accurately 
communicate 
the level of risk 
to management?

YES

NO

YES

NO

INTEGRATION 
Integrating Root Cause Analysis into established 
business processes enables an organization to 
identify and manage systematic sources of control 
variance. Common business practices where Root 
Cause Analysis fits well include:

> Audit Finding Management
> Incident Management
> Project Management

NOTE: The Root Cause Analysis described above is relatively agnostic and will work 
effectively within other non-information security risk management contexts with very 
few changes required.  

The beast 
is caged!

Mistakes happen, but 
ensure that there are 
not other likely causes.

Was the 
prioritization 
correct? 

Improve infosec 
awareness of 
the issue

Improve analysis 
and communication 
processes with

Document cause 
and remediation

Provide the 
necessary tools 
and/or processes

Could detection 
and consequences 
be reasonably 
improved upon? 

Human error

Improve 
detection 
and/or 
enforcement

Does the 
expectation 
need to be 
adjusted? 

Correct the 
responsible 
person’s 
understanding If you’re not familiar with the 

movie “The Adjustment 
Bureau” you might want to 
check it out... Sometimes it’s 
the policies that are broken.

Adjust policy
and/or standard

Malicious intent means the responsible 
person wanted harm to occur to the 
organization or another person.

YES

NO

YES

NO

Factor Analysis of Information 
Risk (FAIR) is an international 
standard taxonomy for risk 
analysis established and 
supported by The Open Group.  

Time is not considered a resource 
in this context because time is 
actually a function of prioritiza-
tion, which is covered under Other 
Business Imperatives.

Other business imperatives 
usually means deadlines 
and budgets.

YES

NO

Break out of Groundhog Day by identifying 
and treating causes rather than symptoms.

You are in Risk Management 
Groundhog Day when:

> you see the same problems repeatedly, even
after you’ve “fixed” them multiple times.

> you regularly utter the phrase: “Dude...again?
Really?”

Formal expectation 
typically takes the form 
of a published policy, 
standard, or process.

YES

NO

YES

NO

Does the 
responsible 
person have 
the necessary 
resources?

If the responsible person was 
aware of the expectation and had 
the skills and resources to comply, 
then the person made a choice NOT 
to comply.




